
SAFETY RISK MANAGEMENT OVERVIEW 

Philosophy.  Almost everything we do is accompanied by some level of risk.  Often the 

risks we face in our everyday lives are so small or familiar we don’t even consciously 

think of them.  But they are there; we may subconsciously think of them multiple times 

as we drive our cars, walk across the street, or go about our jobs.  Risks can usually 

never be completely eliminated, and if they were, we’d probably accomplish very little 

as individuals or societies.  The challenges are to be aware of the character and 

magnitude of the risks we face, control them as much as practical, balance them against 

the benefits of performing the operation, and to avoid those that outweigh the 

advantages of accepting them. 

Terminology: 

Risk Management.  The process of identifying and controlling risks.  Risk management 

usually involves identifying hazards; assessing the risks posed by those hazards; 

analyzing the balance of risks to benefits; and prescribing, implementing and monitoring 

controls.  Risk management should be done during both the planning and execution 

phases of an operation.  When used in real time in the midst of operations, it’s often 

called operational risk management or ORM.  In an operational setting the most basic 

and essential elements of the process can be easily done in your head in seconds, 

without the need for forms or reference materials. 

Hazard.  A real or potential condition that can endanger a mission; cause personal 

injury, illness or death; or damage property.  Example:  extremely cold temperatures are 

a hazard that can cause frostbite or hypothermia. 

Risk.  The threat to people, property or mission, usually defined by the combination of 

the consequences of an incident involving injury, illness or property damage and the 

probability that such an incident will occur.  Some schemes (including CPS’s) include a 

third factor, exposure. 

Severity.  The potential consequences of an incident in terms of degree of injury or 

illness, cost of damage or remediation, or degradation of ability to perform a mission.  

Example:  Deep cold injuries can result in permanent disability, a serious consequence. 

Probability.  The likelihood a specific event will occur.  Example:  A particular project’s 

personnel might experience serious frostbite once in 20 years, an infrequent event. 



Exposure.  Exposure relates to the frequency an operation is carried out; if you do 

something more often, the probability of an adverse event is higher than if the 

operation is done infrequently.  For those risk assessment schemes that use only 

severity and probability, exposure is an element of probability. 

Risk Assessment.  The systematic process of identifying hazards of an operation and 

evaluating the risks associated with the hazards. 

Principles: 

• Safety is a paramount concern and is not subordinate to research and operations.  

Safety risk management can coexist with and even enhance science and operations. 

• Risk management should be integrated with all operations, both in planning and 

execution. 

• Risks shall be maintained at acceptable levels when balanced against the benefits of 

an operation. 

• No unnecessary risk will be accepted or taken. 

• Every person and organization in the program is responsible for recognizing risks and 

controlling them. 

The Risk Management Process: 

• Identify Tasks. 

• Identify Hazards. 

• Assess Risks. 

• Identify Options (Controls). 

• Evaluate Residual Risk Versus Benefit. 

• Execute. 

• Monitor. 

 

  



Assessing Risks: 

For each hazard, think what adverse event might be caused by the hazard.  Then either 

use data or make an informed guess about the probability of the event and the severity 

of the event (also evaluate the exposure if you are using a three factor scheme).  

Organizations use different scales for rating these two or three factors, so use the one 

your organization endorses.  After you decide the values for the factors, go to the 

organization’s matrix or simple calculation to determine the risk.  A typical set of scales, 

a risk matrix and a worksheet form is attached.  While different organizations may use 

slightly different schemes, almost all are fundamentally similar.  Once you understand 

the simple underlying process, you should be able to employ almost any organization’s 

variation of the almost universal method of assessing safety risks. 

A word on objectivity vs subjectivity:  As scientists and engineers, many of us might feel 

uncomfortable with the often subjective manner in which severity, probability and 

exposure are determined.  If data from a large population over a number of years is 

available, then definitely use that historical data to assign the values for severity, 

probability and exposure.  However, usually the population is too small or available 

quantitative data is too limited or non-existent, as in an operational setting, forcing you 

to use your best judgment, informed by experience, to assign qualitative values.  This 

qualitative approach is the norm rather than the exception.  It is used by the best 

consultants in the risk management field when quantitative data is not available (and it 

usually isn’t).  Trust me; it’s ok.  Remember, you are trying to predict what might 

happen in the future, and that is often more art than science. 

Identifying Controls: 

Controls are things you can do to reduce risks.  Safety managers prefer some types of 

controls over others, mainly because the preferred control methods are more 

permanent or reliable.  Here are the types of control strategies in order, with the best 

listed first: 

(1) Elimination.  Eliminate the hazard.  To continue with the extreme cold temperature 

example, the hazard could be eliminated by moving the project to the tropics! 

(2) Substitution.  Replace a high hazard with a lesser one.  This one doesn’t apply to our 

example, but substituting a safer tool for another is one illustration. 



(3) Engineering Controls.  Physically alter the worksite to reduce the risk.  For example, 

perform the work in a heated shelter instead of exposed to the weather. 

(4) Administrative Controls.  Employ rules, procedures and/or training to reduce risks.  

This strategy is not preferred because it requires periodic refresher training or 

continuing monitoring and enforcement of rules and procedures.  Examples might 

include limiting the amount of time spent on a task outside of a shelter, rotating crew 

members between inside and outside work, training personnel in how to avoid cold 

injuries and to recognize their onset. 

(5) Personal Protective Equipment.  Provide workers with equipment to protect them 

from the hazard, e.g., clothing, googles, safety shoes, respirators, hard hats, sound 

attenuators, etc.  There are many reasons PPE is the least preferred choice, including 

cost of the equipment, maintenance and replacement costs, training in its use, enforcing 

its use, etc.  PPE is the last line of defense, but sometimes it’s the only one that is 

practical.  In our example, cold weather clothing is personal protective equipment. 

Sometimes many different controls from more than one of the above strategies can be 

employed in concert to mitigate a single hazard.  We might provide a wind shelter, train 

our project staff in how to avoid and recognize cold injuries, mandate regular warming 

breaks, and require them to wear adequate cold weather clothing, all to protect them 

from extreme cold temperatures. 

 

  



Assessing Risks and Abating Hazards 

Hazards are anything that can cause injury, death, property damage or degradation of a project.  The polar 

regions are rife with hazards such as subzero temperatures and wind chills, cold water, unprepared 

landing sites, crevasses, and polar bears or leopard seals.  Since we probably cannot eliminate all hazards, 

we must assess the risk each hazard presents to our person, property or project.  Risk is a function of the 

probability that the hazard will result in an adverse event and the plausible severity or consequences of 

that event.  A hazard that may well cause the death of a colleague is a far greater risk than a hazard that 

might infrequently be little more than a nuisance. 

Since you know better than anyone what you plan to do in the field, we ask you to use the attached form 

to list as many credible safety hazards that you can think of that might affect your project, describe the 

event that may result from each hazard, and assign probabilities (Tables 1 or 2) and severities (Table 3) of 

the most likely outcomes.  Then, try to think of what can be done to abate the hazard (and reduce the risk) 

and assign new probabilities and severities that you think might remain after the hazard has been abated.  

This process is obviously not precise and usually not even quantitative unless you have access to years of 

mishap data.  Your best guess is probably the best we can do.  Even so, the process is usually quite 

valuable because it helps identify hazards that may have gone unseen and produces at least a rough 

priority for abating them. 

Risk Assessment Codes (RACs) are used to characterize the relative risks associated with unabated safety 

and health hazards in the living & working environment.  The RAC system is based on two factors:  

mishap probability and mishap severity.  Following is a matrix to be used in assigning safety and health 

RACs.  For safety and environmental health the frequency (probability) of a mishap occurrence and its 

effects (severity) are used to define the risk. For occupational health hazards real or estimated measures of 

actual exposures (probability) along with potential medical effects of exposure (severity) are used to 

define the risk. 

HOW TO USE THIS MATRIX 

First. Determine MISHAP PROBABILITY by using Table #1 for safety and environmental health 

hazards or Table #2 for occupational health hazards (I, II, III or IV). 

Second. Determine potential MISHAP SEVERITY by using Table #3 (A, B, C or D) 

Third. Using the results from Tables #1 or 2 and 3, use Table #4 to determine the RAC 

(1, 2, 3, 4 or 5).  Fourth.  Determine ABATEMENT ACTION REQUIRED to abate the hazard using 

Table #5. 

  



TABLE #1: SAFETY or ENVIRONMENTAL HEALTH MISHAP PROBABILITY 

I Frequent 
One or more events expected in a year. 

 

II Likely Several events expected during a twenty year span. 

III Infrequent One event expected during a twenty year span. 

IV Unlikely Not expected to happen during a 20 year span. 

 

TABLE #2: OCCUPATIONAL HEALTH MISHAP PROBABILITY (Exposure Dose; Measured or 

estimated without consideration for the use of PPE) 

Level of Exposure 
Duration 

< 30 days/year 30 days/year or more 

Less than (<) ¼ STEL or 

8 hr TLV 
IV IV 

Between ¼ and ½ STEL or 8 hr 

TLV 
IV III 

Greater than (>) ½ but less than 

(<) STEL or 8 hr TLV 
III II 

Equal or greater than (>) STEL or 

8 hr. TLV 
III I 

 

TABLE #3: SEVERITY 

  People Property Project or Mission 

A Grave 

Injury or illness resulting in death or a 

permanent total disability (Illnesses include: 

asbestosis, lung cancer, HIV from blood 

exposure, etc.) 

Cost of damage is 

$1,000,000 or 

greater 

Inability to accomplish a 

critical project 

B Serious 

Injury or illness resulting in permanent 

partial disability (Illnesses include: 

isocyanate sensitization, Hepatitis B or C, 

etc.) 

Cost of damage is 

greater than 

$200,000 but less 

than $1,000,000. 

Major impact on ability to 

accomplish a critical 

project. Significant adverse 

media attention. 

C Moderate 

Injury or temporary reversible illness 

resulting in loss of time from work beyond 

the day on which it occurred (Illnesses 

include: metal fume fever, adult elevated 

lead, food poisoning, etc.) 

Cost of damage is 

greater than 

$20,000 but less 

than $200,000. 

Moderate impact on ability 

to accomplish a critical 

project. 

D Minor 

Injury or temporary reversible illness 

requiring more than simple first aid 

treatment (Illnesses include: eye irritation, 

sore throat, etc.) 

Cost of damage is 

greater than $1000 

but less than 

$20,000. 

Minor impact on ability to 

accomplish a critical 

project. Operational 

nuisance. 

 

  



TABLE #4: RISK ASSESSMENT CODE 
S

E
V

E
R

IT
Y

 

 
PROBABILITY 

I II III IV 

A 1 1 2 3 

B 1 2 3 5 

C 2 3 4 5 

D 3 4 5 5 

 

RAC 1  Extreme risk 

RAC 2  High risk 

RAC 3  Medium risk 

RAC 4  Low risk 

RAC 5  Very low risk 

 

TABLE #5. REQUIRED ACTION FOR HAZARD ABATEMENT 

RAC 

Number 
Action 

1 

Stop immediately or prevent operation, abate the hazard before resumption of operation 

through the use of engineering controls, administrative/work practice controls, or PPE. For 

occupational health hazards enroll personnel in monitoring program.  Reevaluate with 

controls in place. 

2 
Use engineering controls, administrative/work practice controls, or PPE to immediately 

control the hazard.  Abate the hazard within 3 months. For occupational health hazards 

enroll personnel in monitoring program.  Reevaluate with controls in place. 

3 
Use engineering controls, administrative/work practice controls, or PPE to control the 

hazard.  Abate the hazard within the normal 1-2 year engineering cycle. For occupational 

health hazards enroll personnel in monitoring program.  Reevaluate with controls in place. 

4 Maintain surveillance, abatement not required 

5 Abatement and surveillance not required 

 

 

  



RISK ASSESSMENT WORKSHEET 

 

Hazard Event 
Without Controls 

Prescribed Controls 
Residual 

Prob Sev RAC Prob Sev RAC 

Example:  Boredom and 

fatigue while driving on 

traverse 

Fail to ID crevasse 

visually or with 

GPR 

II A 1 Rotate duties frequently/mandate adequate rest schedule/crew 

endurance management/monitor alertness and 

performance/supervision 

III A 2 

         

         

         

         

         

         

         

         

         



         

         

         

         

         

         

         

         

         

         

         

 


